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Processing, Hardware Platform, Software Application, Outsourcing System Analysis,
Core Banking System , Fintech (including Mobile Banking, ATM, BACH, BEFTN,
RTGS etc) and Cyber Security.
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Terms of Reference for CITO

1. | Play key role in developing and implementing IT strategy, policies and procedures
for effective management of Bank’s IT System including business continuity and
disaster management system.

2. | Provide guidance to the Bank’s IT team for successful implementation of the IT
related recommendations made by the Management.

3. | Provide leadership in ongoing implementation of Core Banking System including
Financial Ecosystem, Alternative Delivery Channels like ATM, Mobile Apps, Mobile
Banking, Agent Banking, POS, Internet Banking etc., Core IT platform, managing
existing IT systems and initiating changes that might be needed to conform the
regulatory requirements as well as following the industry best practices.

4. | Evaluate user needs and system functionality to ensure that ICT facilities meet
these needs and to ensure the smooth running of all ICT systems as well as
banking services.

5. | Play key role in supporting the achievement of the business goals and to optimize
the policies and procedures relating to IT operations to diagnose potential area of
IT risk/exposure.

6. | Assist the Bank to develop and implement of effective Management Information
System (MIS) that aid the decision making process. Ensure generation of all types
of report centrally through MIS.

7. | Play a key role in developing and implementing Cyber Security/ Information
Security best practices for the Bank and overseeing training of employees to follow
information security policies and develop information security awareness.
Evaluate Cyber Security Risks. Make plan to encounter cyber or technical attack.

8. | Implement the development of the IT infrastructure and hardware providing
visionary leadership and sound management for the effective integration of
information systems, resources and services in support of the banking business.

9. | Ensure automation process in all aspect of banking activities.

10. | Review the SLAs/AMCs/Contracts that were executed or waiting for execution with
the different hardware & software vendors and to take appropriate steps so that
all IT systems can operate round the clock smoothly.

11. | Conduct cost benefit analysis, taking into consideration associated risks and
security aspects in selecting appropriate hardware, software and other ancillary
for the Bank.

12. | Collaborate with planning and coordinating process of the Bank with information
& communication technology for betterment of banking services.

13. | Analyze the adequacy of hardware, software and network equipment in Bank's DC
(Data Centre) and DRS (Disaster Recovery Site) and review the readiness of DC and
DRS for implementation of centralized IT systems of the Bank.

14. | Ensure effective data management to service and ensure statutory compliance of
all IT service systems.

15. | Keep up to date knowledge in respect of relevant state-of-the-art technology,
equipment and/or systems.

16. | Provide leadership in creating awareness among Bank’s officers/staffs about cyber
security, CBS, other IT related issues, etc. through seminars , workshop, training
etc.

17. | Identify risks that may arise from third party and make mitigation plan from them.

18. | Establish Cyber Security Governance under supervision of Board of Directors.

19. | Review ICT policy and ICT security policy of the Bank, provide guidance and
suggestion for updating the same.

20. | Carry out assessment of technological weakness and to prepare crisis management
program.

21. | Take initiative for ISO Family, PCI-DSS certification.

22. | Comply with ICT Act of Bangladesh Government, Guidelines on Internal Control
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& Compliance in Banks of Bangladesh Bank, the Internal Control & Compliance
Policy of Janata Bank PLC., the Guideline on ICT Security for Banks and Non-
Bank Financial Institutions of Bangladesh Bank, Information and Communication
Technology (ICT) Policy of Janata Bank PLC., related circulars issued time to time
by Janata Bank PLC. and its regulatory authorities. In addition to that ensuring IT
Audit & Inspection works to be carried out consistently and efficiently and in
accordance with ISO 27000 series, Supreme Audit Institution of Bangladesh
(SAIB), International Organization of Supreme Audit Institution (ASOSAI),
Information System Audit and Control Association (ISACA) and other recognized
International standards and guidelines as and when required/applicable for future
ICT operation risk and threat.

23.

Advise general and application control reviews for simple to complex computer
information systems and to manage crisis situations that may involve complex
technical hardware or software problems.

24,

Detect data integrity, secrecy and security from internal and external manipulation,
attacks and threats.

25.

Play vital role and take proper steps to customize the CBS application as per
Request for Proposal (RFP), RFP response and Product Fitment Document (PFD).

26.

Make a major contribution in developing and delivery of integrated Solution in line
with the Banks’ vision for Business Transformation. Inspire and introduce creativity
and standard in the management and application of ICT.

27.

Ensure monitoring data, system logs, and audit trails that are reviewed periodically
to comply with policy requirements. Support application configuration and security
setup as needed.

28.

Perform any other jobs as and when assigned by the competent authority(s).




